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Abstract. The article is devoted to the study of the problems of investigating crimes of financing terrorism and armed
aggression with cryptocurrency, which is relevant considering the attack on Ukraine by the Russian Federation, as well
as in connection with the significant spread and use of cryptocurrency for financing both terrorism and armed aggression.
The purpose of the article is to study the problems of investigating crimes of cryptocurrency financing of terrorism
and armed aggression and finding ways and means of solving problematic issues, because cryptocurrency financing of
terrorism and armed aggression is an encroachment on national security. The methods of system analysis and technical-
legal analysis, as well as the formal-logical method, were used in the research process. Thanks to this, approaches to
understanding the way of committing crimes of the researched category have been determined. The shortcomings in
the legal regulation of the circulation and use of cryptocurrency in Ukraine, as well as in the legal regulation of the
investigation of crimes related to the illegal acquisition and use of cryptocurrency for criminal purposes, including
for the financing of terrorism and armed aggression, are highlighted. Jurisdictional problems of criminal prosecution
of persons who committed crimes of this category, their high latency due to the lack of proper legal procedures and
methods of investigation, have been determined. The need to create specialized units in law enforcement agencies,
whose competence will include the detection and investigation of the specified crimes, their active interaction with
the Cyber Police, is substantiated. The attention and necessity of introducing a system of constant monitoring of social
networks, the Internet, and media and conducting OSINT-intelligence from open sources with the aim of detecting and
stopping such criminal activities, tracking and arresting and eventually seizing cryptocurrency, if such an opportunity
is available, was emphasized. Practical recommendations for the investigation of crimes of cryptocurrency financing
of terrorism and armed aggression have been formulated. The need for international legal cooperation in this area was
emphasized; the need to involve specialists in the field of information technologies, programming, and blockchain
engineering in the investigation process in general and in specific investigative actions. The requirements for the
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recording of evidence in the protocols of investigative (search) actions during the investigation of crimes of this
category are formulated, in particular, the need for hashing of files is specified. The practical significance of the study
is that the obtained results can be used during the investigation of crimes of the studied category

Keywords: virtual assets; blockchain; crimes in the field of cryptocurrencies; search of evidence; OSINT-intelligence; tracking

cryptocurrency transfers

Introduction
Over the past decades, cryptocurrencies (virtual assets) have
been an integral part of the functioning of society. It is ac-
tively used by individuals and legal entities to pay for goods
and services. Cryptocurrencies are also traded on online ex-
changes and exchange services, used as a means of saving,
etc. Cryptocurrency is essentially a convenient financial in-
strument that, like many others, can be used both legitimate-
ly and for criminal purposes. In particular, cryptocurrencies
are stolen by hacking cryptocurrency exchanges and wallets
of individual owners, they are seized under the pretext of
investing in fraudulent cryptocurrency projects, they are
used to finance terrorism and armed aggression, and they
are used to legalize the proceeds of crime. However, the le-
gal regulation of cryptocurrencies in Ukraine is still in its in-
fancy in the area of criminal justice. Investigating crimes of
cryptocurrency financing of terrorism and armed aggression
is something entirely new for law enforcement. There are
virtually no successful cases in this area. There are also no
scientific studies in Ukraine that directly address this topic.

As for foreign research, the works of such scholars as
V. Dyntu and O. Dykyj (2021), who consider cryptocurren-
cy as a tool for terrorist financing and note that the main
issue in the fight against crime is the de-anonymisation of
the Bitcoin owner/user, which allows the identification of
the criminal.

A. Maurushat and D. Halpin (2022) consider cryptocur-
rencies as a tool for online fraud and analyse the challeng-
es associated with investigating fraud with cryptocurrency
investments. V. Karpuntsov and R. Veresha (2023), study-
ing the legal aspects of the regulation of virtual assets in
Ukraine, point out the need to address the issue of legal
qualification of illegal actions with crypto assets, as well as
the issue of theoretical and legal understanding of new legal
relations. M. Utkina et al. (2023), studying the issues of fi-
nancial intelligence (monitoring) of transactions with virtual
assets, state that virtual assets are used in criminal offences
such as money laundering and determine the role of finan-
cial intelligence in the effective fight against money laun-
dering. M. Dumchikov et al. (2023) note that the methods of
money laundering through virtual assets, in particular, in-
clude virtual asset conversion services. Their study allowed
them to conclude that it is necessary to strengthen financial
monitoring by financial control authorities of the activities
of conversion service centres.

A. Trozze et al. (2023), studying the results of criminal
prosecution for financial crimes related to the use of cryp-
tocurrency, based on the analysis of the results of the trial
of 37 resolved cases in the United States, concluded that the
presence of only individual defendants (and not a corporate
defendant or a combination of them) and the use of only
cryptocurrency besides bitcoin to commit the crime reduced
the likelihood of resolving the case by dismissal.

Particular attention is drawn to the scientific work of
A. Pantazidis et al. (2023), dedicated to the use of virtual
reality for training security officers. Thus, they propose a

new interactive and realistic virtual reality-based game for
training law enforcement officers to analyse and understand
terrorist activities. The game is based on pragmatic models
of terrorist actions and teaches its users to predict the signs
of terrorist attacks, as well as provides tools for creating da-
tasets for training artificial intelligence (AI) modules that
can help analyse and predict potential terrorist activity. In
addition, their study provides a perspective on the evolution
of the game in metaverse environments, where blockchain
infrastructures can be used to both increase the cyber re-
silience of the game and protect the reliability of the data
generation process.

S. Mirkamol and E. Mansur (2023) consider cryptocur-
rencies as the money of the future. E. Badawi et al. (2022)
investigated fraud through cyberattack, in which fraudsters
promise victims free cryptocurrencies in exchange for a
small mining fee. As part of their research, they identified
more than 8,000 cryptocurrency addresses directly related
to the scam, hosted in more than 1,000 domains. In total,
these addresses received about $8.7 million, an average of
$49.24 per transaction. The study by G.A. Siu et al. (2022)
focuses on the evolution of investment fraud temptations
and fraud-related keywords on the online cryptocurrency
forum Bitcointalk over a 12-year period. A. Schmidt (2021),
exploring the risks of virtual assets to money laundering and
terrorist financing, recommends expanding the regulatory
framework to include regulation that is native to the peer-
to-peer nature of virtual assets to address the risks. However,
the approaches to investigating such crimes, the specifics of
their investigation, the requirements for recording evidence
in the protocols of investigative (search) actions, and the
specifics of tracking, seizure, withdrawal, and confiscation
of cryptocurrencies used to finance terrorism and armed ag-
gression remain unexplored.

Theaim of thearticleistostudy the problems of investigat-
ing crimes of cryptocurrency financing of terrorism and armed
aggression and to find ways and means to resolve the problem-
atic issues, since cryptocurrency financing of terrorism and
armed aggression is an encroachment on national security.

Materials and methods
The study used the methods of system analysis and techni-
cal and legal analysis, as well as the formal logical method,
which made it possible to determine the ways of committing
crimes in the category under study.

Furthermore, in the course of the study, to clarify the
state of legal regulation of the cryptocurrency sphere in
Ukraine, the author used the methods of system analysis
and technical and legal analysis to study such legal acts as
the Law of Ukraine “On Virtual Assets” (2022) and the pro-
visions of the Criminal Procedure Code of Ukraine, which
allowed the author to draw conclusions about the insuffi-
ciency of legal regulation of these social relations. To de-
termine the state of research on the topic of investigation
of crimes related to cryptocurrency financing of terrorism



and armed aggression, the author uses the method of sys-
tematic analysis and the formal logical method to analyse
the works of Ukrainian and foreign scholars contained in
scientific databases, which made it possible to identify the
issues which are not covered by such studies, as well as the
issues which require more in-depth research, to investigate
them and to propose ways and means of solving the exist-
ing problems. In addition, the method of systematic analysis
and the formal logical method made it possible to identify
the peculiarities of investigating crimes in the investigated
category, to formulate approaches to the process of their
detection and investigation, to state the need for constant
monitoring of social networks, the Internet, and the media,
conducting OSINT-intelligence from open sources, tracking,
arresting and seizing cryptocurrency, as well as to formulate
requirements for recording evidence in the protocols of in-
vestigative actions, and to come to the conclusion that files
should be hashed. In addition, in the course of the research,
the Scopus scientific database was used to search for scientif-
ic papers using the search terms “cryptocurrency”, “virtual
assets”, “financing of terrorism with cryptocurrency”, “fi-
nancing of armed aggression with cryptocurrency”. In total,
more than 400 scientific papers related to the field of crypto-
currencies in general were reviewed, but most of them were
excluded as not relevant to the field of criminal justice. The
work used 20 studies by scholars that were directly related
to the subject of the study.

In the course of the research, such web resources as Coin-
marketCap and Internet Archive were used. Thus, the use of
CoinmarketCap allowed forming an idea of the cryptocur-
rency market, its players and the structure of the cryptocur-
rency industry in general. A study of the capabilities of the
Internet Archive web resource made it possible to establish
the feasibility of using it to archive files containing evidence
of criminal activity by individuals or organized groups. The
web resource also pays attention to such a tool as the Way-
back Machine, which can help in the process of investigating
crimes of the investigated category if pages on the Internet
have been highlighted or modified to hide traces of criminal
activity. The study examines the capabilities of the software
Crystal, Chainalysis, CipherTrace, CryptoFinance, Bitcoin
Abuse Databases, Walletexplorer.com, Graphsense.info in
terms of its ability to detect criminal activity in blockchains
by analysing and tracking transactions. The author also stud-
ied the possibilities and noted the use of such programs as
Mozilla Firefox with the Easy YouTube Video Downloader
Express extension, as well as Mediainfo and RapidCRC Uni-
code programs in the process of investigating crimes of the
investigated category. This, in particular, made it possible
to formulate recommendations that when reviewing data on
the Internet, it is possible to use the “Screenshot” function
of the Mozilla Firefox browser and save a screenshot of the
entire web page to the storage medium, and then use the
software to copy photos or video files, fully and consistently
reflecting this in the protocol of the relevant investigative
(detective) action.

In addition, the Unified State Register of Court Decisions
was monitored, during which 103 guilty verdicts related to
the use of cryptocurrency for criminal purposes were pro-
cessed. Such a study made it possible to find out that every
10 verdicts relate to the commission of crimes related to the
financing of terrorism and armed aggression (under Arti-
cle 89, part 1 of Article 110-2, part 4 of Article 111-1, part 1
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of Article 263, part 1, part 2 of Article 263-1 of the Criminal
Code of Ukraine), which indicates a rather significant share
of crimes in the studied category in the structure of crime in
the field of cryptocurrencies in general.

Results and discussion

The study of cryptocurrencies in the context of fundamental
rights allowed C. Rueckert (2019) to conclude that in the
context of criminal prosecution, law enforcement agencies
restrict freedom of telecommunications, data privacy (in-
cluding the right to information self-determination), free-
dom of expression and freedom of information. Therefore,
whenever some of these fundamental rights are violated, the
regulatory concepts and approaches to investigation or pros-
ecution should be provided for by law and should meet the
test of necessity.

P. Xia et al. (2020) describe fraud in the exchange of
cryptocurrencies. The study by R. Phillips and H. Wild-
er (2020), in particular, focuses on the issues of committing
cryptocurrency fraud through phishing. L. Swartz’s (2022)
research is devoted to “network fraud” with cryptocurren-
cies. As an example, this article examines the 2017 initial
coin offering (ICO) bubble. ICOs were supposed to be a new,
radically disruptive way of crowdfunding to finance the de-
velopment of a new, radically disruptive blockchain technol-
ogy ecosystem. In total, ICOs raised approximately $5 billion
in 2017 alone. But by all analyses — by observers and partici-
pants alike, both during the bubble and afterwards — the vast
majority of ICOs turned out to be frauds.

Some countries, such as North Korea, have their own
cyber forces, with separate units tasked with hacking cryp-
tocurrency exchanges and wallets and illegally seizing cryp-
tocurrency used to finance the regime and circumvent inter-
national sanctions when making payments for certain goods
and services. Obviously, cryptocurrencies are also used to
purchase weapons and military equipment, technologies,
software, and to finance terrorist operations outside such
countries. Typically, crimes in this category are highly la-
tent, their investigation is extremely difficult, and it is im-
possible to bring the perpetrators to justice and seize and
confiscate cryptocurrency. In particular, the hacking of the
CoinEx cryptocurrency exchange in September 2023 (esti-
mated damage of USD 55.5 million) could have been carried
out by North Korean hackers from the Lazarus Group (Ex-
perts suspect hackers..., 2023).

According to Transparency International, cryptocur-
rencies are used to withdraw funds in Russia to circumvent
sanctions. There are OTC brokers in Moscow who sell dollars
in stablecoins, which are then exchanged for pounds sterling
in the UK (Cryptocurrencies are widely used..., 2023). In Oc-
tober 2023, officers of the Cyber Police Department blocked
an illegal online currency exchanger that used Russian pay-
ment systems. According to the National Police press service,
the offenders used the website to bring Russian rubles into
Ukraine and exchange electronic money and cryptocurren-
cies. Their cooperation with the aggressor country is being
checked (An online currency exchanger..., 2023).

In accordance with data provided by Bloomberg, in
May 2023, the US Department of Justice launched an in-
vestigation into the cryptocurrency exchange Binance over
suspicions that it was used by Russians to circumvent sanc-
tions (Binance faces us probe..., 2023). In November 2023,
in this case, Binance agreed that Hamas and other terrorist
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organizations had conducted transactions on its services. As
a result, the exchange will have to pay $4.3 billion to the
US government, and its CEO and founder Changpeng Zhao
will be fined $50 million and will resign as CEO (The larg-
est cryptocurrency exchange..., 2023). Cryptocurrencies are
also used to finance the war against Ukraine. In particular,
according to cryptocurrency tracking companies Chainaly-
sis, Elliptic, and TRM Labs, the main beneficiaries are para-
military groups that supply military products and weapons
(Digital danger: What is..., 2023).

As stated in the State Security Strategy approved by De-
cree of the President of Ukraine No. 56/2022 of 16 Febru-
ary 2022, the Russian Federation continues to wage hybrid
warfare and systematically uses cyberattacks to achieve its
strategic goals in Ukraine. The special services of individual
states use organized criminal groups and corrupt officials to
fuel separatist sentiment.

In particular, Russian organized crime conducts special
hybrid operations abroad (Maliuk, 2023). According to the
State Bureau of Investigation (SBI), the enemy is trying to
undermine Ukraine’s defence capabilities through drug traf-
ficking schemes. Thus, since February 2022, SBI and police
officers have launched pre-trial investigations in almost 400
such criminal proceedings (SBI: The special services..., 2022).

German law enforcement officers shut down the largest
marketplace in the darknet, Hydra, which was used to sell
drugs, fake documents and money laundering through cryp-
tocurrency. German law enforcement officers removed the
physical servers in Germany and were able to confiscate about
$25 million in bitcoins. Since the activities of the Hydra web-
site are linked to the Russian Federation, German law enforce-
ment officers provided their Ukrainian colleagues with access
to the investigation materials, which allowed them to detain
individuals involved in the activities of the marketplace in
the country (Detentions of members of a criminal..., 2022).

The commission of such crimes leaves electronic digi-
tal traces, which, in particular, may include correspondence
on the Internet, posts, photos, and videos on channels in
various applications (Telegram, Viber, Signal, WhatsApp),
content from social networks (Facebook, TikTok, YouTube).
It can also include various links to blocking resources. All
of the above is information in electronic (digital) form. The
data in social networks and managers are subsequently de-
leted by criminals to make them untraceable and to hide
the traces of the crimes. And here, the investigator, prose-
cutor, detective, or operative officer faces the crucial issue
of recording electronic (digital) information using available
procedural and technical tools. One of the ways to help is to
inspect electronic documents and computer data, copy them,
archive them and hash the files that are the subject of the in-
spection. Article 237 of the Criminal Procedure Code (CPC)
of Ukraine (2012) provides investigators and prosecutors
with the relevant powers.

To properly record evidence in criminal proceedings on
crimes of this category, when conducting an inspection of
documents in electronic form and computer data contain-
ing relevant information, the investigator, or prosecutor is
entitled to engage specialists in the field of computer tech-
nology, programming, cybersecurity, and blockchain engi-
neering. During the inspection, it is possible to use programs
such as Mozilla Firefox with the Easy YouTube Video Down-
loader Express extension, as well as Mediainfo and Rapid-
CRC Unicode. During the review, it is possible to use the

“Screenshot” function of the Mozilla Firefox browser and
save a screenshot of the entire web page to a storage device.
Later, it is possible to use the software to copy photos or
video files. It is important to record the metadata of the cop-
ied files. For this purpose, it is advisable to use Medialnfo.
Hashing, i.e. calculating the hash codes of files, is performed
using RapidCRC Unicode. Hash codes of files are subject to
indication in the protocol. Web resources can be archived
using the Internet Archive service (n.d.). It is also possible
to use the Wayback Machine resource at the specified link,
which can help if the pages on the Internet on the sites and,
accordingly, the content have been highlighted or changed.

In general, when conducting reviews of electronic (digi-
tal) documents and computer data, it is necessary to consist-
ently indicate what actions are performed, which files are
reviewed, on which websites, social networks or messengers,
via which links and with which software. Hashing the saved
and viewed files and indicating the hashes of such files in the
hash protocol allows verifying their authenticity at any time
and confirming that no changes have been made to them.
This is especially important considering their subsequent ex-
amination in court. When it comes to tracking transactions,
i.e. cryptocurrency transfers from one address in the block-
chain to another, it is important to include the addresses and
hashes of transactions, the software used to track them, as
well as the addresses of the relevant cryptocurrency block-
chains and the results of a sequential search. In the case
of cryptocurrency transfers to cryptocurrency wallets con-
trolled by the pre-trial investigation authority, the software
used for this purpose, the name, and amount of cryptocur-
rency, the addresses from which the transfer is made and the
addresses to which the cryptocurrency is transferred, and
the hashes of the relevant transactions shall also be indi-
cated. In no case should private keys and mnemonic (Seed)
phrases be indicated, as this would allow anyone to access
and illegally take possession of the cryptocurrency.

At the same time, it is advisable to immediately make
a duplicate of the relevant electronic document, as well as
copies of information, including computer data, which, in
accordance with the requirements of Part 4 of Article 99 of
the CPC (2012) of Ukraine, are mandatorily recognized by
the court as the original document. Such an algorithm of
actions will allow the court to present a duplicate of the doc-
ument as evidence, and in case of unforeseen loss or damage
to the originals of the relevant electronic (digital) evidence,
the duplicate will be recognized by the court as the original,
and therefore as proper and admissible evidence.

On 17.02.2022, the Verkhovna Rada adopted the Law of
Ukraine “On Virtual Assets”, which classifies virtual assets as
intangible assets. However, the said Law has not yet entered
into force, and therefore, the legal status of virtual assets is
not defined at all. Similarly, the Tax Code of Ukraine (2012)
refers to virtual assets only in part 10 of Article 170 (only
the possibility of seizure of virtual assets is provided).

The term “virtual assets” is a legislative definition and a
concept thatis generally identical to the concept of “cryptocur-
rency”. As of 01.12.2023, the CoinmarketCap (n.d.) resource
provides information on tens of thousands of cryptocurrencies
and 684 exchanges that trade and exchange cryptocurrencies.

Any cryptocurrency is a set of characters. They make up
the wallet address, the so-called public key, which is generat-
ed by the system and is required to transfer a certain amount
of cryptocurrency to it. A transaction hash allows identifying



a transaction in the blockchain of a particular cryptocurren-
cy. At the same time, neither the Law of Ukraine “On Virtual
Assets” (2022) nor the CPC of Ukraine (2012) currently pro-
vide answers to the question of how to prosecute, investigate
and prove a person’s guilt in court in the event of illegal
possession of cryptocurrency and cryptocurrency financing
of terrorism and armed aggression.

In particular, the European Financial and Econom-
ic Crime Threat Assessment (2023) published by Europol
notes that improved investigative techniques have helped
police identify suspicious transactions and the individuals
involved. Nevertheless, the global nature, speed and mixing
of cryptocurrency transactions pose a significant challenge
to law enforcement investigations. It is also difficult to trace
and freeze crypto assets and convert them into fiat curren-
cy. At the placement stage, money brokers open several ac-
counts using money mules and fake identity documents, and
the cash received from criminals is exchanged for cryptocur-
rency (Aleksandrov, 2022).

At the stratification stage, the illicit funds are separat-
ed from their original source by exchanging them for other
coins. In this process, known as a “hopping chain”, money is
moved from one cryptocurrency to other regulated exchang-
es and jurisdictions to make it difficult to trace. The layering
process may involve cryptocurrency mixers that eliminate
the links between the source and destination addresses by
using multiple intermediary wallets. In the integration stage,
money mules are used to open multiple bank accounts in
one or more countries in a short timeframe to quickly trans-
fer funds from cryptocurrency wallets. In addition, criminals
create online companies to accept payments in cryptocur-
rency. Crypto-ATMs are used to convert fiat currency into
cryptocurrency and vice versa to launder the proceeds of
crime and transfer funds abroad. Another popular technol-
ogy channels criminal proceeds to cryptocurrency gambling
platforms, where criminals can claim gambling winnings
(Europol, 2023).

Instead, as of 01.12.2023, the Unified state register of
court decisions (n.d. ) recorded only 103 convictions related
to the use of cryptocurrency for criminal purposes in Ukraine,
of which 10 verdicts (nos. 201,/2020/23, 204/4713/23,
204/7642/23, 204/7978/23, 204/5603/22, 405/6271/23,
204/2980/21, 405/2939/23, 204/9472/23, 495/823/21)
were delivered in relation to the commission of crimes relat-
ed to the financing of terrorism and armed aggression (under
Art. 89, p.1 Art. 110-2, Art. 111-1(4), Art. 263(1), Art. 263-
1(1), Art. 263-1(2) of the Criminal Code of Ukraine (2012).
At the same time, expert research indicates that cryptocur-
rencies are widely used for criminal purposes. According to
The Chainanalysis 2021 Crypto Crime Report, Ukraine ranks
3 in the world in terms of the volume of transactions related
to the purchase of drugs on the darknet (Karchevskyi, 2021).

At the same time, O. Samoilenko and K. Titunina (2023),
studying crimes in the field of cryptocurrencies, point out
the need to solve such tactical tasks as blocking transactions
for the sale of cryptocurrencies by a certain person and iden-
tifying such a person or group of individuals. While agreeing
with this statement, it should be noted that blocking cryp-
tocurrency sales transactions is not always technically pos-
sible in the case of criminals located outside of jurisdictions
and using cryptocurrency wallets installed on their gadgets
and using decentralized exchanges and so-called mixers that
hide the links between transactions.

Social & Legal Studios, Vol. 6, No. 4

The study of international cooperation in the investi-
gation of economic crimes related to cryptocurrency traf-
ficking allowed O. Kreminskyi et al. (2021) to identify the
following consequences of international cooperation in the
investigation of economic crimes related to cryptocurrency
1) the need to use a risk-oriented approach of the interna-
tional community at the global level, coordinating govern-
ment efforts to prevent economic crime; 2) the formation of
a network of organizations that ensures an effective balance
between existing threats and opportunities for cryptocur-
rency circulation; 3) the development of free, decentralized
governance networks at the global level, which is an innova-
tive and effective way to combat criminal activity, compared
to traditional centralized forms of coercion in the era of rap-
id and unpredictable technological change.

Given that there are more than 8,000 Internet service
providers in Ukraine, it is difficult to obtain a court order
to block an illegal Internet resource. If it is located out-
side of Ukraine, a request for international legal assistance
should be sent to the competent law enforcement agencies
of foreign countries in addition to a court order. This proce-
dure also lacks a clear mechanism and can take a long time
(Movchan et al., 2021).

In Ukraine, there are two types of blocking of Internet
resources: the first is in accordance with the Law of Ukraine
“On Sanctions” (2014). The second type of blocking was in-
troduced after the introduction of martial law in Ukraine in
February 2022. This is a blocking within the framework of the
implementation of orders of the NCU (National Centre for Op-
erational and Technical Management of Electronic Communi-
cation Networks of Ukraine), which operates under the State
Special Communications Service (Belovolchenko, 2023).

To successfully investigate cryptocurrency financing of
terrorism and armed aggression, law enforcement agencies
need to identify criminals. Transactions can be analysed
using criminal analysis methods and tools. In particular, to
detect and track illegal activities in blockchain networks,
methods of the Intelligence-Led Policing/ILP model (Deten-
tions of members of a criminal..., 2022) and special software
(in particular, Crystal, Chainalysis, CipherTrace, Crypto-
Finance, Bitcoin Abuse Databases, Walletexplorer. com”,
“Graphsense.info”), the use of such software provides an
opportunity to effectively analyse the relationships between
transactions and establish patterns of criminal finance flows
(Movchan & Taranukha, 2018).

The materials of criminal proceedings obtained with the
use of special software are characterized by documentation
and high information content, which makes it possible to
prove the fact of a criminal offence. Their authenticity can
also be confirmed by the conclusions of computer forensics.

As noted by M. Karchevskyi (2021), covert investiga-
tive (detective) actions carried out in the field of informa-
tion and communication technologies allow detecting and
procedurally recording information about cryptocurrency
transactions by combining two main ways of recording in-
formation: visual, related to the external perception of infor-
mation posted on a web resource, and technological, related
to the use of special software for recording data. Given the
importance of detecting, documenting and procedural use
of information on cryptocurrency financing of terrorism and
armed aggression, it is proposed to develop an appropriate
instruction that provides for the tactical aspects of recording
a criminal offence using the CIDA, as well as an algorithm
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for seizing cryptocurrency and preserving it until a decision
is made on the case.

S.K. Taylor et al. (2021) propose the creation of cryp-
to-wallets by law enforcement officers to seize cryptocurren-
cy at the crime scene. While agreeing with the expediency
of the above, it should be added that in this context, it is
necessary to introduce security protocols that would elim-
inate the risk of accidental loss of cryptocurrency and its
misappropriation by law enforcement officers. In addition,
if cryptocurrency transactions are recorded and documented
during the commission of a criminal offence, there is techni-
cally no way to seize the cryptocurrency and block the elec-
tronic wallet. In this case, it is proposed to create a separate
electronic wallet, which will be managed by the relevant law
enforcement agency (in particular, the National Police, the
Security Service of Ukraine, the NABU, the BES, the SBI) in
the person of a designated responsible employee. Thus, it is
proposed to seize cryptocurrency in the form of a transaction
to the specified wallet.

Thus, the results of the study indicate that there are dif-
ficulties in investigating crimes of cryptocurrency financing
of terrorism and armed aggression, which are related to the
lack of legal regulation in this area of social relations and the
absence of established practice and successful cases. At the
same time, understanding and awareness of the challeng-
es that arise and the application of appropriate approaches
and techniques in numerous instances allows achieving the
set objectives, detecting and stopping such criminal activ-
ity, identifying perpetrators, tracking transactions, seizing,
arresting and confiscating cryptocurrency used to finance
terrorism and armed aggression

Conclusions
The study of scientific sources, legislation and practical
cases relating to the investigation of crimes of cryptocur-
rency financing of terrorism and armed aggression fully
allowed achieving the research objective and reaching
reasonable conclusions that countering this phenomenon
by criminal law means is a matter of national security of
the State. The scientific novelty of the work lies in the
conclusion that specialized units should be created in law
enforcement agencies with the competence to detect and
investigate these crimes and their active interaction with
cyber police. Specialists in the field of information tech-
nology, programming, and blockchain engineering should
be involved in the investigation of such crimes. Due to
the high latency of such crimes, it is necessary to intro-
duce a system for monitoring social networks, the Internet,
and media and open-source intelligence (OSINT) to detect
and stop such criminal activity, track, seize and confiscate
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of crimes in this category, international legal cooperation
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such as the Wayback Machine should be used. To track and
analyse cryptocurrency transactions, the following soft-
ware should be used: Crystal, Chainalysis, CipherTrace,
CryptoFinance, Bitcoin Abuse Databases, Walletexplorer.
com, Graphsense.info. The use of such programs as Mozilla
Firefox with the Easy tube Video Downloader Express ex-
tension, as well as Mediainfo and RapidCRC Unicode pro-
grams when reviewing data on the Internet allows using
the “Screenshot” function of the Mozilla Firefox browser
and saving a screenshot of the entire web page to the stor-
age medium, and then use the software to copy them, fully
and consistently reflecting everything in the protocol of
the investigative (detective) action.

The practical significance of this study is that the find-
ings obtained can be used in the process of detecting and
suppressing the relevant criminal activity. At the same time,
these issues require further in-depth research and the de-
velopment of a whole scientific doctrine and practical rec-
ommendations for counteracting the state-level financing of
terrorism and armed aggression by cryptocurrencies. This
primarily concerns the detection, tracking, blocking, and sei-
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ism and armed aggression, as well as the application of crim-
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AHoTanisa. CTaTTio IPUCBAYEHO AOCIi)KeHHI0 Tpo6JieM po3CyIilyBaHHA 3JI0YMHIB Ipo diHaHCYBAHHA KPUITOBAIIOTOIO
Tepopu3My Ta 30pOIHOI arpecii, {0 akTyaJIbHO 3 OIJIAAY Ha Halaj Ha YKpaiHy pocilicbkol defepalii, a TaKoX y 3B’ 3Ky
3i 3HAYHUM NOIIMPEHHAM Ta BUKOPUCTAaHHAM KPUIITOBAJIIOTH AJ1A HiHaHCYBaHHA K TepOpU3MY, TaK i 30poiiHO1 arpecii.
MerTo10 cTaTTi € AOCTiKeHHs TpobJyieM pO3CyIilyBaHH:A 3JI0YMHIB PO (piHAHCYBAaHHS KPUNTOBAJIIOTOI TEPOPU3MY Ta
30pOHHOI arpecii i1 mouIyk MuIAxiB Ta crnocobiB BUpileHHs NpoOJIeMHUX MUTaHb, ake piHaHCYyBaHHA KPUITOBAJIIOTOIO
TepopuaMy Ta 30pOHHOI arpecii € nocAraHHAM Ha HallioHanapHYy Oe3reky. [1if yac gocIigXeHHA BUKOPUCTAHO MeTOU
CHCTEMHOT0 aHaJli3y Ta TeXHiKO-I0PUANYHOTr0 aHaJIi3y, a TaKoX (OpMasIbHO-JIOTiYHUHI METOZ, 1[0 AaJI0 3MOTI'Y BUSBHAUUTHU
crocobu BUYMHEHHs 3JI0YMHIB JOCJIi)KyBaHOI KaTeropii. BucBiTJieHO HeNOJIiKM y NpaBOBOMY peryJoBaHHI o0iry i
BUKOPUCTAHHA KPUNTOBAJIOTU B YKpAlHi, @ TAKOX y IIPAaBOBOMY PeryJIIOBaHHI pO3CJlilyBaHHA 3JI0YMHIB, IOB’A3aHUX i3
HE3aKOHHUM 3aBOJIOAIHHAM Ta BUKOPHCTAHHIM KPUNTOBAJIIOTU B 3JIOYMHHUX LJIAX, i mepedycim s piHaHCcyBaHH:A
yepes BiJICYyTHICTh HaJIeXHUX IPAaBOBUX IIPOLIeAYP Ta METOUK po3cIifyBaHHAa. OGIpyHTOBaHO HeOOXiTHICTh CTBOPEHHS
y IIPaBOOXOPOHHUX OpraHax cleliajli3oBaHUX MiJAPO3MiJiB, O KoMIeTeHIlil AkuX OyAe BiAHOCUTHUCA BUABJIEHHA Ta
po3ciilyBaHHA BKa3aHWUX 3JI0UMHIB, iX aKTUBHOI B3aeMOJil 3 KibepmoJiiniefo. AKIIeHTOBaHO yBary Ta HeoOXiJHOCTi
3anpoBajkeHHs CUCTeMU NOCTiNHOr0 MOHITOPUHTY COLliaJIbHUX MepeX, Mepexi iHTepHeT, Mefia Ta npoBeAeHHs OSINT-
PO3BiIKU 3 BiIKPUTUX JIKEPEJI 3 METOI0 BUABJIEHHSA Ta MPUIMWHEHHS TAKO1 3JIOYMHHOI TiSJIBHOCTI, Bi[ACTEXEHHSI, apeuTy
i 3pelITo BUIYyUYeHHsA KPUINITOBAIIOTH, V pa3i HAsABHOCTI TaKol MOXJIMBOCTI, Ta ii mofassioi KoHdickanii. Po3pobiieHo
MpaKTUYHI peKoMeH/allil o0 po3cylilyBaHHA 3JI0YMHIB PO dhiHaHCYBaHHA KPUITOBAIIOTOI0 TEPOPU3MY Ta 30pOHHOT
arpecii. HarosonieHo Ha HeoO0XiAHOCTI Mi’kHapOJHO-IPaBOBOT0 CNiBpOOiTHUIITBA ¥ I[ill cdepi, HeoOXiAHOCTI 3aTydeHHA
JI0 Tpollecy po3CJIilyBaHHA 3arajioM Ta A0 KOHKPeTHHUX cJiguux Aill ¢axiBuiB y cdepi iHpopManiiHUX TeXHOJIOTIH,
nporpaMyBaHHA, iHxeHepil OyiokdeliHy. CHOpMyJIbOBAaHO BUMOTU [0 (ikcaril AOKa3iB y NMpOTOKOJAX CAIAYUX Oill y
XOAi pO3CJIilyBaHHs 3JI0UMHIB Ii€l KaTteropii, 30KpeMa BKa3aHO PO HeOoOXiAHicTh remyBaHHs ¢aiutiB. I[IpakTuuHe
3HauyeHH:A JJOCJIi)KeHHA 110JIArae B TOMY, 1110 OJiepXXaHi pe3yJIbTaTh MOXYTh BUKOPUCTATU IIPal[iBHUKU IPABOOXOPOHHUX
OpraHiB IiJl yac po3cjiiyBaHH:A 3JI0UYMHIB JOCJIi)KyBaHOI KaTeropii, a TakoX y MOJAJIbIINX HAYKOBUX JOCIIi/IKEHHAX
3a BKa3aHOI0 TeMaTUKOI0

KiiouoBi cjioBa: BipTyasibHi akTuBY; GJIOKYEHH; 3JI0YMHU y cbhepi KPUNTOBAJIOT, HmomykK AokasiB; OSINT-po3Biaka;
BifCTeXXeHHs MepeKasiB KPUIITOBAIIOTU
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