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Abstract. As of 2024, the need to coordinate generally accepted standards on legal liability for anonymous defamation
in the virtual space of the Internet and the media is becoming more relevant in the context of rapid technological
development and digital transformation. Therefore, the study aims to identify the most common and effective approaches
to bringing liability for the dissemination of false information in the virtual space of the Internet and the media. A variety
of scientific and legal methods were used to achieve this goal, in particular comparison, forecasting, generalisation,
system analysis, formal legal, formal logical and other methods. The author analyses the controversial aspects related
to the protection of individual dignity, honour and commercial reputation of individuals in the context of the Internet,
covering the basis for the emergence of legal relations in this area and the practical challenges faced by individuals
seeking to protect their rights to dignity and commercial reputation violated by the dissemination of information on the
Internet which is considered to be biased or inaccurate. The study shows that most national courts today reject claims
aimed at protecting privacy on the Internet and do not recognise the information disseminated through this channel as
unreliable, without requiring its refutation. Recommendations that can be implemented in practice to bring individuals
to legal liability for false information disseminated anonymously on the Internet and in the media are developed and
justified in this study. The author suggests practical ways that can be used to exert legal influence on persons who commit
anonymous defamation on the Internet and the media
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Introduction

The fundamental rights of an individual in the digital space
include not only the freedom to create, collect, store and
disseminate information but also the right to receive com-
plete, timely and reliable information about events and
phenomena. Thus, according to Articles 2 and 3 of the
Constitution of Ukraine (1996), as well as Article 10 of the
Convention for the Protection of Human Rights and Funda-
mental Freedoms (1950), everyone has the right to freedom
of expression. Therefore, it is necessary to devote particular
attention to the legal regulation of the dissemination of re-
liable information in this digital environment.

This issue has already been addressed by many schol-
ars and researchers. For instance, S. Bevz and O. Samchyn-
ska (2021) analysed the provisions of Article 173-1 of the
Code of Ukraine on Administrative Offences, which relates
to liability for spreading false rumours, and identified sev-
eral shortcomings in its application in modern conditions.
In analysing this problem, this problem was found relevant
due to a discrepancy in determining the objective side of the
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violation due to the presence of various subjective assess-
ment categories, such as “unconfirmed rumours”, “panic”
and “public disorder”.

M. Blikhar (2023) addresses the legal framework for the
protection of personal data on the Internet in his research.
He points out that despite the existing legal framework,
recipients of personal data do not always comply with legal
requirements in full or selectively. Thus, the problem of
personal data protection on the Internet remains relevant
for all parties interested in this issue: data subjects, recip-
ients and the state. The low level of digital literacy among
Internet users is the main reason for this problem. Many
individuals are not sufficiently familiar even with the ba-
sic principles of legal and technical means of protecting
their data, which are necessary to prevent their illegal use
without their proper consent. The role of the state in this
context is to create and ensure the effective functioning of
the legal and regulatory framework for the protection of
personal data on the Internet.
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O.M. Kukh and A.M. Kukh (2021) address topical issues
of court practice in cases of dissemination of false informa-
tion. Thus, the author outlines the existing trends in case law
in this category. The author proposes to improve liability
for dissemination of false information, considering the case
law, by: reasonable enforcement of court decisions for each
method of legal protection of subjects (refutation of inaccu-
rate information, removal of websites from it, publication
of a full court decision along with refuted information or
use of several of these measures); a clear definition of the
concept of “false information” in the legislation; proceed-
ings under Article 173-1 Code of Ukraine on Administrative
Offenses (1984).

Awareness of the basic algorithm of actions in case of
dissemination of false information will help protect rights
and restore reputation more efficiently. M. Pakhnin (2023)
conducted a study analysing the legal aspects of journalists’
activities, in particular the criminalisation of defamation.
One possible way to address this problem is to establish
criminal liability for defamation. However, in the current
Ukrainian context, there is a lack of effective application of
the law, which does not meet the standards of protection of
human rights and freedoms. Such conditions may lead to the
use of defamation legislation to restrict freedom of speech,
and a similar reason may be found in other articles of the
Criminal Code of Ukraine.

V. Romanova et al. (2021) argue that public opinion of
active social groups in modern society is formed upon sub-
jective rather than critical analysis of the information re-
ceived. The process of development and implementation of
new legislative acts aimed at regulating the status of subjects
of information relations on the Internet and establishing the
grounds for their liability is also the subject of the study.
The problem of dissemination of inaccurate information
through the media and the Internet is addressed by the laws
of Ukraine regulating public relations in the field of infor-
mation dissemination, following the Civil Code of Ukraine.

S. Onyshchenko et al. (2023) addressed the possibilities
of developing and implementing new legal norms aimed at
regulating the status of subjects of information relations in
the online environment and establishing the grounds for
their legal liability. The results of the analysis show that en-
hancing personal data protection in times of crisis requires
an integrated approach that includes regulatory, organisa-
tional and communication measures. For instance, it is nec-
essary to improve data protection legislation in the context
of modern technological dynamics, as well as to introduce
mechanisms of international cooperation to effectively ad-
dress this issue and support education and awareness raising
of citizens and organisations on data protection.

L. Arbatman and J. Villasenor (2022) conducted a de-
tailed analysis of the current legal framework governing
personal data protection, focusing on its relevance in the
context of technological progress and digital transformation.
This approach identified key aspects of legal regulation in
this area and established the need for further legislative ini-
tiatives or improvements.

Despite the widespread interest in this topic among le-
gal researchers, there is a need for further scientific research
on this phenomenon. Thus, it is possible to argue that the
dissemination of false information about a person, including
through the media and the Internet, is becoming increasing-
ly relevant both in practice and among academic groups.
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Therefore, the study aims to examine and identify effec-
tive strategies for bringing individuals to legal liability for
spreading anonymous accusations, through the media and
the Internet.

Materials and methods

A wide range of different methods was used to establish
practical ways of bringing to legal liability for anonymous
defamation on the Internet and in the media, including com-
parison, forecasting, generalisation, system analysis, formal
legal, formal logical and other methods. Thus, the compara-
tive method was used to analyse the experience of the Unit-
ed States of America and Germany in regulating and resolv-
ing disputes related to defamation on the Internet and in
the media. This method was used to identify similarities and
differences in legislation, judicial practice and approaches to
solving the problem in two different countries.

The systematic analysis method was also used to com-
pile different approaches to understanding defamation and
to expand the classification of threats to personal data secu-
rity, especially in martial law, to analyse them more deeply,
their origin and types. This method was also used to iden-
tify the factors that determine the specifics of protecting a
person who has been the subject of false information on the
Internet or in the media and to identify factors that affect the
protection of a person who has been the subject of defama-
tion or false information on the Internet or in the media. The
overall objective of this method is to improve knowledge of
the nature of defamation and threats to personal data secu-
rity, especially in conflict situations, and to develop more
effective strategies for protecting this data.

The formal legal method was used to systematise the
key provisions of the legal acts regulating the functioning
of the legal mechanism for personal data protection. This
method was used to assess the current state of the problem
and identify opportunities for improving practical measures
to bring justice for disseminating false information about a
person on the Internet or in the media. The formal logical
method was used to formulate key conclusions and recom-
mendations for improving the effectiveness of the existing
methods of legal liability for anonymous accusations on the
Internet and in the media.

The forecasting method was used to explore various ap-
proaches to the protection of personal data on the Internet
and to identify relevant areas for improving the legal mecha-
nism aimed at protecting personal information under martial
law in Ukraine. By applying the method of generalisation,
the study identified the main problems and gaps that impede
the effective implementation of legal measures to establish
liability for anonymous accusations on the Internet and in
the media. This method was used to identify the lack of a
clear mechanism for identifying persons who disseminate
false information and the insufficient legal framework as the
main factors that complicate the legal regulation of this issue.

Regulations of various legal sources were used in the
study to fully understand and substantiate the issue, in
particular: the Constitution of Ukraine (1996), Convention
for the Protection of Human Rights and Fundamental Free-
doms (1950), Resolution of the Plenum of the Supreme Court
of Ukraine No. 1 “On Judicial Practice in Cases on Protection
of Dignity and Honour of an Individual and Business Repu-
tation of an Individual and Legal Entity” (2009), Decision of
the Zvenyhorod District Court of Cherkasy Region (2023),
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Decision of the Frankivsk District Court of Lviv (2023) and
Decision of the Sviatoshynskyi District Court of Kyiv (2023).
Moreover, a Department for Digital, Culture, Media & Sport
of the UK (2022) report and other related materials were
used in the study.

Results
Before studying the relevant aspects of judicial protection
against defamation on the Internet, the essence and char-
acteristics of defamation should be determined. According
to the definition given in Resolution of the Plenum of the
Supreme Court of Ukraine No. 1 (2009), information is con-
sidered false if it does not correspond to objective reality
or is presented with a mistake. This means that it contains
information about events or phenomena that did not exist at
all or did exist, but the information provided does not reflect
the real state of affairs, whether due to fragmentation or
distortion. Such information may be disseminated through
a variety of media channels, including the press, radio, tel-
evision, and Internet resources, or through other means of
mass communication and telecommunication, including pro-
files, statements, letters addressed to other persons, as well
as public speeches and electronic networks, regardless of the
form, which is intended to be directed at least one person.

Thus, it is worth noting that one of the key conditions
for the dissemination of information is its reliability. The
understanding of this term is subjective, as each person may
consider it depending on their ideas. In addition, there is no
official definition of “reliability” in the current legislation
of Ukraine. Therefore, credibility can be viewed as the com-
munication of truthful information under any circumstances
or through oral explanations. Importantly, the concept of
credibility should be objective and not be influenced by the
perception of the information by a particular person or the
method of its dissemination.

The analysis of publications on the political platform
www.openpetition.de, which took place as part of the
study, showed that users of this platform and the cultural
community associated with it influence the spread and na-
ture of offensive content. In addition, the study examined
the impact of social norms on the theory of “online storms”,
which describes collective online aggression against sub-
jects of public interest. These social norms can influence the
expression of public dissent (Department for Digital, Cul-
ture, Media & Sport, 2022).

An experiment conducted on Reddit, a community ded-
icated to discussing scientific research with 13.5 million
subscribers, included a proposal to moderators to post com-
munity rules in the comments at the top of some threads
(Department for Digital, Culture, Media & Sport, 2022). This
initiative resulted in a decrease in the number of users post-
ing messages that violated the rules. The experiment con-
firmed that moderators’ intervention can influence social
norms and shape online behaviour, which supports the idea
that the culture of a platform has a significant impact on the
level of abuse. For example, a report by the UK Department
for Digital, Culture, Media and Sport highlights anonymi-
ty-related abuses and identifies three main types of abuse:
abuse, which includes discrediting individuals through
false information they post or disseminate on anonymous
networks; using anonymity to carry out cyberbullying and
online threats; violation of the privacy and intimacy of indi-
viduals through anonymity on the Internet.

The overall conclusion from the research is that plat-
forms can implement measures to change their culture to
reduce the attractiveness of abuse to users by making such
behaviour less attractive and discouraging. One possible
measure is to limit the creation of multiple accounts for a
single user, which can avoid the “longevity” of negative con-
sequences. In today’s environment, when a user is locked
out of one account, they can often easily create another and
continue the inappropriate behaviour.

Under Ukrainian law, there are various forms of legal li-
ability for disseminating false information. For example, civil
liability may be imposed for the dissemination of false infor-
mation that violates the honour, dignity and reputation of an
individual or legal entity. Thus, if the information dissemi-
nated by an unknown person is untrue and violates the rights
of an individual, the latter has the right to apply to the court
to recognise this information as untrue and refute it. This is
provided for in paragraph three of part four of Article 277 of
the Civil Code of Ukraine (2003). Given that the judicial pro-
cedure for resolving disputes is the most effective, let consid-
er possible options for bringing a person to justice in court.

To establish the fact of a violation of a person’s rights
as a result of a defamatory statement, the legal elements of
the offence must be present. Only the existence of such legal
elements can serve as a basis for satisfying a claim. This im-
plies the following circumstances: disclosure of information
about a known person in any form; this information must
relate to a specific individual or legal entity, i.e. the plain-
tiff; the information disseminated must be improper, i.e. not
true; such information may violate personal non-property
rights, causing damage to the relevant personal benefits or
preventing a person from fully and timely exercising person-
al non-property rights.

In case of defamation of a person on the Internet, to
bring the perpetrators to civil liability, it is necessary to
identify the author who disseminated such false information
and file a claim with the relevant court. There are many
cases in court practice related to the protection of honour,
dignity, business reputation and compensation for non-pe-
cuniary damage as a result of the dissemination of false
information about a person, including on the Internet. For
example, in case No. 694/1379/22 (Decision of the Zveny-
horod..., 2023), the plaintiff states that on 27 July 2022
at 08:29 a.m. and on 03 August 2022 at 18:18 a.m., the
defendant posted a text message about him on her person-
al Facebook page, which alleged the fact of the plaintiff’s
unlawful and socially unacceptable behaviour, which was
negative, unreliable and violated his right to respect for hon-
our and dignity, and humiliated his honour and dignity. The
materials of another case show that in 2022, the defendant
systematically terrorised the plaintiff with phone calls and
messages that were threatening and unacceptable. Later,
she received calls and messages from unknown persons who
claimed to have found her phone number on the Internet.
The circumstances described above have severely under-
mined her physical and mental state. She claims that she
stopped sleeping and eating normally, stopped communicat-
ing with her family, and started taking sedatives (Decision of
the Frankivsk..., 2023).

In the context of false information about a person be-
ing disseminated on the Internet, the violation of the rights
of such persons results in appropriate actions requiring the
removal of false data from the network. One of the most



effective remedies is to post information on the same plat-
form that refutes the false information, as in the event of a
court case, the court may order the person concerned to take
such action. For example, the Decision of the Sviatoshyn-
skyi District Court of Kyiv (2023), in the framework of the
lawsuit, obliged the defendant to refute the information
disseminated on the Internet on its website by publishing
a refutation on the social network Facebook. An analysis of
court practice shows that this method of protecting rights
is considered to be the most effective, since in cases where
it is impossible to identify the owner of a social media ac-
count, national courts dismiss claims based on the lack of
a response (identification of a specific defendant). There is
also the issue of disseminating false information on “fake
accounts”, where a web page is created under the guise
of a name without reflecting the author’s real identity. In
such cases, an effective method of protection is to contact
the social network administrator with a complaint about a
violation of the company’s policy. Administrators often re-
spond to users’ comments and can block those who violate
the rights of others by publishing false information.

Given the accumulated experience of Ukrainian court
verdicts, victims of defamation violations are advised to
clearly define in their claim the nature of the information
that they believe to be unreliable. In addition, it is necessary
to provide evidence that this information relates to their per-
son and has become known to other persons, considering the
time, method and identification of the persons to whom this
information was transmitted. It is also necessary to submit
legal documents confirming that the social media account
belongs to a specific person (defendant) in real life, as well
as to indicate the copyright holder of the website where
this information is disseminated. Therefore, the statement
of claim should be accompanied by all available evidence
confirming the circumstances on which the claim is based. In
cases involving the protection of dignity, honour and busi-
ness reputation, it is important to remember that plaintiffs
must prove that the disseminated information adversely af-
fects the person’s honour, dignity and business reputation
and violates their non-property rights.

Online platform providers, website moderators and
bloggers should be careful when engaging in the dissemina-
tion of offensive speech, while journalists should be careful
in their coverage of events and news to avoid publishing
content that could be classified as defamatory. Even if truth
is an absolute defence to defamation, it is often an extremely
difficult or costly process to establish truthfulness.

One potential option would be to limit the jurisdic-
tion of defamation cases to countries with which there is
a “real and meaningful connection”. For example, Germa-
ny has achieved quite a successful legitimate regulation of
combating copyright infringement through torrent tech-
nologies. An agency cooperating with the copyright owner
monitors attempts to distribute content on known trackers,
obtaining information about the IP addresses of those who
download and distribute content. Then, using the IP ad-
dresses, the provider identifies the infringer, who is sent a
request for identification. This technology functions quite
effectively (even if there are ways to circumvent it), but
there are obvious difficulties in scaling: the availability of
data transmission and the ease of identifying IP address-
es, which are unique to torrent technologies (Civil Code of
Ukraine, 2003).
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In the United States, the Communications Act (1934) is
often characterised by inconsistency. In a well-known deci-
sion, it was determined that an online service provider (con-
sidered as a conduit or disseminator) is liable for defamatory
acts in publications of third parties on their platform. Thus,
in the Stratton Oakmont case, the court found convincing ev-
idence that the online service provider Prodigy acted more
like a publisher than a distributor by installing moderators
to control content, using filtering software and considering
itself a family-oriented (another sign of content control) net-
work access provider (Stratton Oakmont v. Prodigy, 1995).

Understanding such cases is key for institutions to for-
mulate appropriate responses to requests for information
from third parties or to address their involvement in the per-
ception of harmful and anonymous speech when the institu-
tion itself is the target of such actions and seeks to identify
the anonymous speaker. Thus, in the case of a person spread-
ing false information, it is important to identify this person
properly, which will significantly increase the chances of re-
futing such allegations. In such a situation, it may be useful
to try to resolve the issue through out-of-court settlement, as
the judicial system is overloaded, and the number of judges
is limited. Therefore, before filing a lawsuit, it is prudent
to consider all available options for resolving the situation
outside the court system.

Bringing anonymous defamation to legal accounts on
the Internet and in the media can be challenging due to the
anonymity and global nature of the Internet. However, cer-
tain practical ways can be used to bring legal action:

= contacting law enforcement agencies. Law enforce-
ment agencies may attempt to identify the person hiding
behind anonymity through an IP address, but this requires a
court order and cooperation with Internet service providers;

= contacting platform administrators. Administrators
may be responsible for removing content or providing infor-
mation about a user in the event of defamation being posted
on a particular platform;

= involvement of civil society organisations and initia-
tive groups. The active role of civil society organisations, in
cooperation with legal experts and information technology
experts, can help identify and document cases of anonymous
defamation. These organisations can create mechanisms to
collect evidence of disinformation and facilitate its transfer
to law enforcement agencies for further investigation and
prosecution of those who disseminate false information on-
line. This approach will engage more third-party forces in
the fight against anonymous defamation and ensure more
effective control over its spread.

Discussion
A review of the legal mechanism for ensuring the security
of personal data on the Internet requires a comprehensive
analysis. Discussions on the effectiveness of this mechanism
in ensuring the protection of private information on the In-
ternet have caused a wide resonance in the scientific com-
munity. The position emphasising the importance of the con-
trol function in the legal mechanism of protection against
defamation on the Internet and in the media is voiced by
K. Akrami et al. (2021). While the above studies highlight
the importance of analysing the legal framework for person-
al data protection in the context of technological advances,
they do not fully consider the dynamics and complexity of the
modern digital environment. These studies may be limited
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in the context of constant changes in technology and data
protection strategies. In addition, the positions of the above
authors emphasise the control function in the legal mecha-
nism of protection against defamation on the Internet and
in the media, which may not consider the risks of restricting
freedom of speech and privacy in the digital space.

Proponents of the introduction of liability for defama-
tion G. Lee and A. Soonah (2022) point to the ineffective-
ness of civil law defence, which, moreover, does not play
any preventive role. According to D.T. Indriasari and K. Kar-
man (2023), freedom of speech in Ukraine is increasingly
associated with the unrestricted dissemination of unverified,
sometimes even inaccurate, information facts. In addition,
criminal liability for disseminating certain types of informa-
tion is not something exceptional in the current legislation
(Al-Zoubi, 2023). Thus, it is difficult to balance between pro-
tection against defamation and ensuring freedom of speech,
which requires careful consideration and resolution by leg-
islators. The diversity of approaches to the problem of defa-
mation and freedom of speech reflects the complexity of the
issue itself and the different perspectives of researchers on
this subject. On the one hand, there is a need for effective
protection against defamation and other forms of disinfor-
mation that may damage the reputation of individuals or
organisations and disrupt public order. On the other hand, it
is important to ensure freedom of speech and access to infor-
mation, which are one of the main components of a demo-
cratic society. The balance between these two aspects is key
to creating a fair and functional legal environment. It should
be borne in mind that too much protection against defa-
mation can lead to censorship and restrictions on freedom
of speech, while insufficient control can lead to the spread
of disinformation and harm society and individual rights.
Therefore, addressing this issue requires in-depth analysis
and discussion by lawmakers, researchers and the public to
develop rational and effective legal mechanisms that will
protect against defamation while not restricting freedom of
speech and access to information.

According to N. Chaudhary (2023), the current diversi-
ty of case law lacks consistency, provides insufficient guid-
ance and often fails to adequately address the rights of an
anonymous person to express their views in the online space.
For this reason, an approach is proposed that considers the
overwhelming burden of proof for the person requesting
disclosure of identity but also develops a specific balancing
test that includes factors such as: form of anonymous expres-
sion; participation of the speaker in the main trial; extent
and harm that could be caused to the parties if the wrong
disclosure decision is made. While this approach is valid, it
is worth elaborating that such a framework favours flexibil-
ity and adaptability, avoiding an attempt to create a one-
size-fits-all standard that is likely to be inadequate given the
huge variety of factual circumstances that arise in disclosure
cases. This approach treats each disclosure case individually,
considering all contextual factors affecting it. This may in-
clude the specifics of the case, the type and sensitivity of the
information, privacy requirements and other circumstances.
This approach ensures maximum adaptability and efficiency
in dealing with specific situations.

I.D. Kurniawan and K. Kristiyadi (2022) emphasise
that the actions of persons who knowingly disclose some-
one’s name, whether they do so in public or via the Inter-
net/media, can be stopped and punished by detention and

compensation for the proposed activity. Public authorities,
as guarantors of protection for those who are the subject of
criticism, do not remain silent, protect victims, and appro-
priate rewards as a solution to minimise damage to their
image. This is indeed the case, as the actions of the offenders
cause significant damage to the victim, as they spoil their
reputation, and in the worst case, may even lead to the vic-
tim’s exclusion from society. Therefore, the practical meth-
ods proposed earlier that can be used to exert legal influence
will allow for more effective prosecution of those responsi-
ble for committing defamation.

Following H. Shimizu (2023), the right to request dis-
closure of the sender is an established substantive law.
Thus, the victim, who is the owner of the right, can exercise
this right without going to court. In the case of publications
that are not of general interest, ordinary actions of citizens
in everyday life are emphasized. While partially agreeing
with this thesis, it should be specified that in cases where
the absence of public interest is found, the circumstances
considered are such as a clear indication in the information
of other motives, such as revenge, persecution or personal
attacks, and the absence of signs that would indicate the
presence of public interest. This is obvious from an analysis
of the context. Furthermore, in cases where the same per-
son systematically and persistently makes statements that
deny the right to personal identity for ordinary private cit-
izens, this goes beyond what is permissible under accepted
norms and is considered an open violation of personal dig-
nity and feelings.

According to L. Wang (2022), improving the civil law
protection of the right to online privacy requires attention to
two aspects: strengthening the legal framework to ensure ad-
equate protection of the privacy of Internet users and raising
public awareness of online privacy protection. In full sup-
port of this view, it is worth adding that the improvement
of online privacy protection contributes to the formation of
an effective civil law system and reflects the development
of a socialist country, considering its peculiarities following
Chinese specifics.

AK. Jain et al. (2021) state that privacy breaches dur-
ing interaction and presentation are becoming a significant
future threat due to the relevant mechanisms of interaction
with smart devices and systems that are constantly evolving.
Interaction with smart devices and systems can undoubtedly
be a source of privacy threats. However, it can also be a con-
tributing factor in ensuring security and efficiency. Modern
technology can be used to develop advanced authentication
and encryption methods that protect personal data. In ad-
dition, innovative developments in cybersecurity can help
to detect and prevent potential privacy breaches. Therefore,
while there are threats associated with interacting with smart
devices, the availability of these technologies can also provide
new opportunities to improve data security and protection.

Some experts, in particular R. Qu (2023) and K. Lin-
coln et al. (2022), argue that anonymity creates a favour-
able environment for extremism and social degradation.
On the other hand, A.O. Banjo and O.0. Dokunmu (2023),
AK. Celofiga and T. Tomazi¢ (2023) argue that the violation
of online privacy is too high a price to pay for an uncertain
increase in security. At the same time, it should be under-
stood and borne in mind that the precise legal distinction
between protecting the right to legitimate use of anonymity
and intervening to prevent abuse remains a hotly debated



issue worldwide. Complicating factors such as differences in
jurisdictions, technological workarounds, and conflicts be-
tween cultural values related to privacy make it difficult to
create consistent global standards that are universal.

Given the above, researchers consider a variety of prac-
tical measures to prevent and respond to defamation, such as
establishing a reasonable burden of proof, effectively com-
bating false information, developing mechanisms for trans-
national cooperation, and strengthening the oversight and
cooperation of social media platforms. A variety of meas-
ures, such as legislation, technology and education, aim to
create a cyberspace that not only ensures freedom of expres-
sion but also promotes fairness and respect, making it a plat-
form for communication, cooperation and inclusion.

The gradual or unpredictable introduction of regulation
may undermine regulatory objectives and create uncertain-
ty about legal obligations and liabilities, making it difficult
for organisations and individuals to develop best practices
in the use of online content. From a practical perspective,
the global nature of online content also raises regulatory
challenges: there is likely to be an incentive to harmonise
standards and practices across jurisdictions, particularly on
the major digital platforms, but a specific regime based on
defamation law could create a risk of significant divergence
between markets such as the European Union.

The most essential component of avoiding defamation
lawsuits is the awareness and education of people, including
active users of social media, regarding the use of these plat-
forms for communication and dissemination of information.
Internet/media users must exercise caution and prudence
to avoid liability for their statements, comments and post-
ings through the various social media platforms available.
In today’s fast-moving world, where technology enhances
communication, traditional principles of defamation, while
still relevant, are becoming more complex and are actively
influenced by the social media era.

Conclusions
The issue of protecting honour, dignity and business repu-
tation on the Internet and in the media is important in the
modern world. With the growing popularity of social media,
citizens are becoming more vulnerable to the flow of unver-
ified information that finds its way online.

Particular attention is devoted to the following key as-
pects that are important for persons seeking protection in
court for violations of their online image: confirmation of
the publication of information on the Internet, which, ac-
cording to the complainant, damages personal rights; iden-
tification of the parties to the case; analysis of the context
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A review of the current situation and legislative context
in the fight against negative content demonstrates that the
strategy of this battle cannot be limited to technical means of
removing information, as provided for by the legislation of any
country. As the amount of information is constantly growing,
the identification and classification of potentially dangerous
content, its legal regulation and the protection of citizens
from it are becoming extremely difficult tasks in many cases.

Ukraine currently lacks a special law that would control
the dissemination of information online. Therefore, when a
person is faced with the dissemination of confidential or un-
known information on the Internet, personal rights are to be
protected in court, based on the general rules established in
the procedural law, the Civil Code of Ukraine and the deci-
sions of the Plenum of the Supreme Court of Ukraine No. 1,
as well as the protection of the business reputation of individ-
uals and legal entities. The procedure for reviewing relevant
cases has a well-established algorithm, especially in cases
where unverified information is disseminated through the
print media (newspapers or magazines) or on the Internet.

When considering cases on the protection of personal
data on the Internet and in the media, certain criteria of ev-
idence are applied, which are quite stable. However, some-
times there are difficulties in identifying the owner of the
website, the person who owns it and the defendant, as well
as the source of information and other aspects. This casts
doubt on the enforceability of legal protection and requires
consideration of alternative approaches. Domestic courts
usually dismiss claims and do not recognise information dis-
seminated via the Internet as unreliable, without obliging
it to be refuted. This may be because the courts consider
evaluative statements about the plaintiffs to be residual and
do not consider them defamatory, thereby limiting the pos-
sibility of obtaining adequate protection and compensation.
Thus, domestic courts need to maintain a balance between
the right to freedom of expression and the right to protection
of dignity and privacy. The key to resolving defamation dis-
putes is to maintain this balance.

Further research could include analysing measures to
prevent abuse on the Internet and in the media. Additional
research could include an analysis of measures aimed at pre-
venting abuse on the Internet and in the media. This could
include examining the effectiveness of various control strat-
egies, the implementation of technological solutions to de-
tect and block inappropriate content, and an assessment of
the regulatory environment to ensure safety and compliance
with online behaviour.
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MpakTUuHi cnocobu NPUTArHEHHA A0 IOPUAUYHOI BiANOBIAAABHOCTI
3a aHOHiIMHI Haknenu y mepeXi IHTepHeT Ta 3MI

NiaHa BikTropiBHa CnuubKka

AOKTOP MCUXOAOTIUHMX HayK, KAHAMAAT FOPUAMYHKX HayK, Npodecop
KuiBCcbKkMiM MiXXHapoAHUIM YHiBEpCUTET

03179, ByA. N\bBiBCbKa, 49, M. KuiB, YKpaiHa
https://orcid.org/0000-0002-9004-727X

Anoranisa. CraHoMm Ha 2024 pik icHye HeOOXigHICTh y KOOpAMHALIT 3araJIbHONPUNHATUX CTAaHAAPTIB 1OI0 HOPUIUIHOL
BiAmoBigasibHOCTI 3a aHOHIMHI Hakslenu y BipTyaspHOMYy npocTtopi IHTepHeTy Ta B 3MI, OCKisibKU Ile cTa€ aKTyaJbHUM
Yy KOHTEKCTi IBHAKOTO TEXHOJIOTIYHOIO pO3BUTKY Ta IMdpoBoi TpaHchopmanii. ToMy MeTa LBOTO JOCHIiAKeHHA
ToJisAraja y BUABJIEHHI HAUMOMMPEHImuX Ta epeKTUBHUX IiIX0/IiB 0 MPUTATHEHH: JI0 Bi/IMOBiTaJIbHOCTI 32 MOLIMPEHHS
HeI0CTOBipHOI iHpopMaii y BipryasnpHOMYy npoctopi InTepHery Ta 3MI. JIj1 JOCATHEHHSA AaHOI METH 3aCTOCOBYBAJINCA
Pi3HOMAHITHI MeTOOU HAYKOBOTO Ta IOPUANYHOIO XapakKTepy, 30Kpema: MOPiBHAHHA, MPOTHO3YBaHHSA, y3araJbHEHHS,
CHCTEMHOIO aHaJidy, (opMasbHO-IOPUAUYHUM, GOpMabHO-JIOTiYHUHM Ta iHmi. [IpoaHasyizoBaHO CIipHi acleKTy,
TIOB’AA3aHi 3 3aXUCTOM iHAMBiAyaJbHOI IiAHOCTI, YecTi Ta KoMepliliHoI pemyTalil Gi3nyHUX 0ci0 y KOHTEeKCTi IHTepHeTy,
OXOILUTIOIOUM OCHOBM BHMHUKHEHHs NPAaBOBUX 3B’A3KiB y AaHill o0JyacTi Ta MpaKTWU4HI BUKJIMKYU, 3 AKHMH CTHUKAIOTHCS
oco0u, fAKi IparHyTh 3aXUCTUTH CBOI NTpaBa Ha IiAHICTh Ta KOMepLiliHy pelnyTallilo, IOpyIIeHi Yepe3 NOMNPeHHA B Mepexi
iHdopMariii, mo po3rJIAMAETHCA AK HEOO €EKTHMBHA UM HEeTOYHA. BusBieHo, mo 6iIbIicTh HAI[iOHAJIBHUX CYIiB ChOTOMHI
BiOXWJIAIOTH MMO30BHI BUMOTHY, CIPSIMOBAHI Ha 3aXUCT NMPUBATHOCTI B IHTepHeTi, i He BU3HAIOTh PO3MOBCIOXXKEHY udepe3
Lell kaHas iHdopMalilo AK HeJOCTOBipHYy, He BHUMaraiouu ii crpocTyBaHH:. Y poGOTi po3polJieHi Ta apryMeHTOBaHi
pexomeHpariii, Aki MoXyTb OyTH peasiizoBaHi Ha MPaKTUI[ JIA OPUTATHEHHA 0oci06 J0 IpUANYHOL BiANOBifabHOCTI 3a
HemnpaBAuBy iHdopMariilo, MomupeHy aHOHIMHO B Mepexi IHTepHer i 3MI. 3anpornoHOBaHO MPaKTUYHI crnocobu, AKi
MOXYyTbh OyTH BUKOPHUCTaHI JUUIA 3iliICHEHHS NPAaBOBOrO BIUIMBY Ha 0ci6, fAKi 3[iMCHIOIOTh aHOHIMHI Hakjenu y Mepexi
Intepuet Ta 3MI

KutiouoBi cjioBa: MOIIMPEHHS HeJOCTOBipHOI iH(MopMaIllil; NIpUHIDKEHHA YecTi Ta TiJHOCTi; 3aXWCT JiJIOBOI pemyTarlii;
nesindopmMariisa B IHTepHeTi; JocToBipHicTh iHGOpMariil
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